
 
 

Security Policy 
 
 
Cosmetica Laboratories Inc. is committed to protecting and providing a high standard of security to all staff, contractors, and 
visitors while safeguarding the assets and property of Cosmetica, our customers and clients including security of IT systems, 
physical and electronic data, intellectual property, and supply chain systems within Cosmetica.  
 
This Security Policy establishes the framework to manage business risk and complies with the laws and regulations applicable 
to Cosmetica’s business. The Security Policy works together with Cosmetica’s Code of Conduct, Environmental Health & Safety 
Policy, Sustainability Policy, IT Security Program and Cosmetica’s Business Continuity and Recovery Program. 
 
This Policy applies to all Cosmetica business-related activities, whether they take place on company premises or off company 
premises, such as at client locations or while employees are travelling for business purposes.  
 
All employees, contractors and visitors must always be aware of and take responsibility for the security aspects of the 
Cosmetica’s business activities while adhering to the general principles outlined below: 
 

Our Goal 

Like all businesses, Cosmetica’s operations involve risks. As our business continues to grow, our ability to achieve our strategic 
goals will depend, in part, on our ability to effectively assess and respond to those risks. We will continuously review and revise 
the Security Program and this Policy, as is needed to ensure that these continue to reflect Cosmetica’s evolving objectives and 

risk tolerance, and that risk identification and control measures are aligned across our organization. 
 
Guiding Principals 

 Promote security awareness and the establishment of a security culture. 
 Set objectives and security and safety performance indicators. 
 Establish a reliable and efficient method for analyzing security risks throughout the organization. 

 
Commitments 

Cosmetica commits to the following: 

 Securing its facilities from unauthorized access. This may include, but not limited to electronic access systems, fencing, 
CCTV and security guards. 

 Establishing and maintaining an acceptable minimum standard of physical security for all Cosmetica business activities. 
 Ensuring that all staff and contractors effectively work together in achieving and maintaining a pro-security culture and 

take responsibility for security within their working environment. 
 Maintaining a consistent approach to the protection of staff, visitors, and contractors from real and perceived security 

risks in the workplace and while on business travel while complying with local, national, and international security 
requirements.  

 Training staff on identifying and reporting suspicious people, activities, objects, and packages. 
 Maintaining suitable and effective physical security arrangements for property and assets. Such arrangements shall 

support both the effectiveness of security operations and the continuity of business operations. 
 Maintain all intellectual property, information and digital assets secure by incorporating security controls on how people, 

business processes and technology are managed accordingly (i.e., the use of passwords, anti-virus, anti-spy). 
 Ensuring crime prevention and detection measures are designed into new builds and refurbishments. 
 Ensuring that all security breaches are immediately reported and fully investigated. 
 Ensuring that security risks within Cosmetica’s supply chain have systems in place to restrict access and minimize risk. 

This would include the securing of materials within the warehouse, transportation and logistics system and cargo 
exported. Supply chain security requirements are driven by threats such as terrorism, privacy, and theft.  

 Conducting periodic reviews of security assessments, data and network systems, policies, and procedures to verify the 
effectiveness of the overall Security Program. The results of the security assessments will be reviewed with the Senior 
Leadership Team in order to heighten security awareness and further develop mitigation strategies. 
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